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Form 499 Fi"'r 10: 80137l1

Name ofOtliccr signing: Grq:ory 1'.I>Owling

Tille ofOfliccr signing: I'resident

I. Gregory 1'. DO"ling. CCftify lhat I am lIll officer of the Company named above. and
acting as an agent of the ComplUly. lhat I ha~~ plCl"9Onal knowledge that the Complllly has
~blishal opcnllinll procedures that are adequate 10 msun: romplilllll% with the CommISSion's
CPNI N~..~ 47 c.r. R § 64.2001 ~ ~q_

AI1lIdw:d to this certification as I::.xhibit 1 is an lICI,:QnIpul)'ing SWt"mmt explaining bo....
the Company's procedurt:S ensure !hal lk Company is in compliatxc ~itb \be rt'quirements SCI

fonh in section 64.2001 ." .f",!_ of the Commission'! rules.

The Company has not taken any action~ (pJ'Q(:eedings inslilulc<.J or petitions filed by a
company at dtm slllte commission. the ooun ~ystem. or a\ lhe Commission lIiainst c1a1ll
bJoI(el'll) apinst dala bt'Qk~;n the pa!lt )·ear. Companies must rq"IOn on any informauon that
they ha_e ....ith respect to the procc:!igeS pn:t~Xtcr.!l ~ using 10 atlempllO~ CI'NI. and ....hat
steps compoulil:S~ taklltg 10 protect CI'NI.

The Compan) !las not reOOvcd an) CUSlomeT" complainlS in thr pasI )·cu concerning the
urtlIuthonud rekasc ofCPNI {Dumber DfeustomercornplainlS a company has recehed related to
unauthor'i7.ed atceSIIto el'Nl, or urtlIuthonud disdosure ofCPNI. broken oo..n by eat~l!0ry or
complaint. f! g. instances of improper acct-"SS by employees.. inSUln es of improper di!lClosure 10
individ\Jllls not aUlhQri".ed 10 receive tlte informution. or instance f impropo:r ""cess to online
infonnalion by individuals not autho '. 10 view the i atio.
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Exhibil I

"'oomn T~kp"oll~ CompallY

STATEMENT EXI'LAINING IIOW TUE COMI'ANV'S OPEKATING PKOC[I)UKES
t:NSIJlU: COMPLIANCl: WITH TIIF. fCC'S CPNI RULES

CP~I is defined in S«t1OD 222{O of the CommUfUClltlOllli Act as (A) information tNt ~Ia~
ttl the quamity, lechnical OOI1fig..ntion. I)'pe, tkstination.. and amount of L1SIl: of a
tckOOmnllmicalioM xo'i« iMlb5aibal ttl b). My eUSlOlner of a tckcommunialllOns <:arrin.
and lhaJ. is ID3lk available ttl tbe carrier by !he customer $Olt'ly by \'irtlle of tbe carrier
eWllomer relalionship; and (D) information oontained in !he bills pL'ftllining 10 lelephone
e:lchanllC sen'ice or 1C1cpbone loll service recched by a cu~tomer of a cwricr (e:lcepllhat
(I'NI does not incll.lde subscriber lisl informalion),

Generally, (PNI includes personal infomtalion f<'gan:ling a coosurner's use of his or her
leleoommunicallOM !ICl"'o'ices. CPNI erooomp&'l5eli infonnation such as: (a) lht' telephone
numbers called by a conswncr; (b) thc lclq>bont' numbers calling a CU'lIOII'ICr, (e) !he lime,
Iocalioo and duration of a consurnct"s outbound and inbound pbonr calls. and (d) !he
lekcommuIDcatiorut and information set\.·ices flUrclwed b) I consumer.

Call detail information (also I:no~n as "call recordn is a eattgOf)' of CrNI that is
panicularly !lCnsith-e from a prh'acy standpoim and that is iIO\Ight b)' prele:lteB, hackers and
othcr unautoori1.ed entities for illegilirnllte pu!'pO!lt'S, Call detail includes any informal ion
lhat pertains to the lJ'llrlsmissi()n of a specific lelcphonc call. including the number called (for
outbound calls), the number from which the call WlLS placed (for inbound calls). and the dale,

tilm. Iocalion and/or duratioo of the call (for all calls).

II. Uw and »isdOliure ofCPNl1s RnllittN

The Company recognizes that CPNI ;A(ludes lnfomwion thal is prn;onal and ;ndividuatJ)
idennraable. and that privacy COI'll:effi$ have led CongJa$ and the FCC 10 impoK n:stricti00ll
upon its me: and disdo!5W'e, and upon the provision of llICtt55 to it by individual! 0' enlities
insidc and outside In., Company.

['he Company has designated a erNI Compliance Ollicn who is responsible for: (I)
communicating with the Company's anomeys and/or CQ<\SOltanis regardin!! CPNI
responsibilities. requiremenls lIlld restriet;ol\ll; (2) 5IIpervising the training of Company
ernpIO),ftl! and ~",,'" who lIS<' Of have acoes, 10 CPNI; (]) ....penising the 1I.'<e, disclosure.
distribulion 01 ateeS5 10 the Company's CPNI by indt'pendent contrneton and joint \'Olt~
pattnen: (4) maintaining lCUJl'ds rrprdmg lQC of CP I in market.,. '*llpei&M: and (S)
reuhing. mlie\o,lng and relOh'ing qUClilions or IS$l.ln ~in8 UK, di.5ckJsun:. diwibution
or provisioo ofacct:S5to CPNI



Comp8lly nnplo)C'eS and agmlS that may lkal ",ith CPNI have been mformed that th=' are
substanual fcdtnl restrietlOfU upon CPNI \N. diSlribulioo and~, In order to be
autbori:led to use or access the CornpllllY'S CPNI. emplo)ee5 and agents mll5t rca:i,'C
U'lLinil1i "'ll.h~ II,) the ~ulmncnlS of Section 2n of the Commurucations Act and the
FCCs CPNI Rules (Subpart U of Part 64 ofthe FCC Rules).

Before lltIlIllenl.. irldependent CllntrdCtor or joinl venture partner may nx:dve or be allowed III

access or u,;e the Company's CI'NI, the alienI's, independent contractor's or joint venture
partner's allT~'Cmcm with lhe Company mu.~t contain provi~ions (or the Company and th~

alo\l.'tlt, indcpclKknt oontroctor or joint \"I'nture partner must enter into all additional
confidenlialil~ agreement which rrovidcs) UUIl: (I) the agent.. independcnl controclor or joint
,enture partner may ~ thc CPI\I only for the IJUI1lO!l" for which the CPNI has bern
provilkd, (b) thc age-Dt. independent contr8Clor or joint "allure partner may not discloK or
distributt thc CPNT to. or a11ow..xess 10 tht CPI\I b) .....). othtt" pany (unl~ the ..,1,
indcpe:udent (:()nlnlCtor or pint v""ture partner 15 expreMl) and specifK:ally required 10 do 50

11)' I court order); aDd (c) w agent. iDdcpe:OOent contnetor or joint '"Ulture partner mLlSl
imple-mmt IIppoprilite and specific safeguards lICCqlUblc 10 W Company 10 cmure w
confidentiality of the- Company's CPJ\1.

III. PNlI«lion of erNI

I, The CompiUlY may, atkr re<:eiving an appropriate wrilien ll.'qucst from a customer.
disclose or provide the cUSlOm•.'l"·s CPNI to the cu.~tomer by scndinll it 10 the CUSlOmer'S
add",SII or n:rord. Any and all such customer reque:slS: (I) must be rT\.IIde in writing: (2) must
include the customer's correct billing IIlIIfK and address and telephone nwnbcr: (3) must
specify exactl) whal type: or I)'pc:s of CPNI must be disdlJ'l:ld ()I" provided; (4) must specilY
the lime: period f()l" which the CPNI must be disclosed ()I" pro"ided; and (5) must be signed b)
the elWOnlef n... Company ",,11 disc"*' CPNr u.pon affirmathe ...Titlrn request by the
CustOmer 10 an) person desigrwm by tbt customer, but 001)' Ifter tilt Company calls the
custom«'s tekpo'""", nwnbC'r of~rd and/or 9cnd5 a notiflC3lion to dY rusIOITICr'S llddress
ofreoord 10 \'tTif) thr IICCIIJ'aC) ofthis rc:qUCSL

2. The: Company ",ill provide 1I customers phone records or other ePNI to a law
cnforcement alleocy in ItCconlancc with applicable ICl>al requill:ments.

3. 'llle Company will Main all customer pass""ords and "shlll"Cd !lCCrct" qucstion-amwcr
oombination~ in secure files that may be ac:cesscd only by aUlhorized Company employees
.... 00 need such information In order 10 authenticate the identity of customers Talucsling call
detail infOlTl1lltion over the telephone.



4. Compan) nnpIoyee:s will alIttw:ntica1e all ~Iephonr requesu for CPNI in~ same manner
""Iaetbtr or not the CPNI consisu of call drtail mformation. That is. ComJlllft}' l!tIlJlloyecs
must. (a) be fumi~ It.: ("USlomn-'$ p""-e.stablished password (or 00fT'CII:'I &mI""CfS 10 tho:
back-up '"shared seoet- combinations): (b) send the requested information 10 the cU5lOmCl"'s
postal or electronk '"'addreSll ofm:oro (~ ddinition al...."'e):.. or (c) call the ("ustomn blIIck
at the cuSlomer's "'elephone numlxr of record" (see definition above) ""ith the requested
information.

5. If II customer subscribes to multiple services offered by tile Compan)' and an affiliate. the
Company is pcnnined to share the ellSlamer's CI'NI rccgarding such !III.'l"Viccs with its .ffiliate.
If a customer d<x-s not sub5cribe to any Idecommunical.ions or non-teleoommuniclliions
sen'ices on"eml by an affiliate. tho: Company is not permined 10 shaTe the cuslonlCr's CPN]
",,~th the affiliate ...ilhout !he CUSlomers consmt pursuant 10 the appupriate notice and
appro\"llI procedures !let forth 10 Sections 64.2007. 64.2Ol.Ml and 64.2009 of the FCC's Rules.

6. When an existing cuswmer calls the Company \0 mquire aboul or order DeW. additional or
modiflCd services (in-bound mar!o;eling), lhe Company rna) use the customer's CPl\I 0Ihcr
lhan call detail CPNI to assist tho: CUSlomer for tho: duralion of the <:U5lomer's call if lhe
Company provides the ",uslorner with the oral notice reqwml by Sections 64.2ooll(c) and
64.2oo8(f) ofthc FCCs Rules and after the Company authenticates the customer.

The Company may di!lClose Of release call detail infonnation 10 customers durinK cuslomcr·
initiated telephone contacts only "hen the eustolTll,.'t p«J\'ides p prc-estilblished pass,"",ord. If
!he customer docs t10l provide II password. call delail infonnation ClU1 be released only by
sending il 10 the CIlSIOmer'S tlddress of m:ord or by the carrier calhng the customer III the
Ielephone nwnbc-r of record. If the CUSlOfIlCr is able to provide 10 the Company during •
customer·tnllitued telephonr call. all of the call detail infonnation n.........sa')' 10 addre$s •
customer xo'K:c issue (it .. ttle Ielephone number called. ",hen i1 "''lllI called. .00.. if
appIKabIe. tho: lUTIOUnt charged for the catl) Wttbout Company assi~. then the Compan)
may take roolinc CIi5tOmCf se....·1CC ICIions related 10 such informalion. (Ho,...~~·a. under this
eircUlTl.'llanCe. !he Company may not disclose 10 the tUSlOlller any call delail informauOfl
about the ("uslomer account other than tho: call detail information that lhe customer provides
without lhe customer first providilll! a password.)



7. 1M, Compan) uses. di'IClo«s. andiOl' pnmltS aco:ss 10 CPNI in a.xmection WIth
Compan)-mi,iated marlt.et1rti of -i=s 10 ",hidl a customer does not aJread) !lUb9cribe
from the Company (OIIl-bound lI1lId.:cttn&) only punuanl 10 the notice and aPJl".lval
pnxalurn!oct forth in Sffiions 64.2007. 64.200&. and 64.1009 of the FCCs Rules. All
profIO$ed out-bound marketing 1lC11\';lies an: rr.'iewcd by I~ Company·s CPNI Cornplia~
Officer for compliancc wilh the ePNI restricllOns and mjUl~mC;l\ts in IlK Communications
ACIIilld tke FCC Rules.

8. The Company maintains appropriate papcr lUldIor electronic rooords lhat ullo'" its
emplo)ees. independent oont"""l0~ lUld joinl \'erttUIl' partner!< to clearly establish the status
of e;och customer·s OuHIUI and/or Opt-In appro\'a!s (if any) prior to lISe of the CUS!omer·s
CPNI. These records incll,t(\c; (i) the date(s) ofan)' and all of the cUSlomers~ Opt-oUI
appr'()\"lUS and!OI' Opt-in appro\a1S. together "';th lbe dates of any modiflCllions or
tt"\-ocation,s of such appr1)\'a1s; and (ii) the IYMs) of CPNI use.~ disclosure andfOl'
distribulion appro\-0:1 b) the Cu:sl(lfOO'.

9. Bero~ Dcustomer·s CPNI can be used in an out·bound rnarleting a:tivity or carnpeign.
the Company's records must be checkal 10 detmnine Iht: 51atUl of !he cuslomer's CIINI
approval Company employees. independent cont....tors and joint \entull' panneT!l an:
requ;ll'd to notify the CPNI Compliance Officer of lUly access. accuracy or security problems
the)' encuuntcr with Il'Spa:l to these records.

If new, additional or cXlCndcd approvuls an: necessary. the CI'Nl Compliance Officer will
delCrmine whether the Company's "Opt.()ut crNI Notice·· or -OPt,ln CrNI Notice~must be
used with ~pecl 10 \WOUS proposed out-botmd marketing lICti\·itles.

10. 1M, CPNI Complianee OffICer wilt mainutin • record of eac:h out-bound marl;etlnll
-.;tivil) or campaign. inclutlinll: (i). de:!l,:riptlOfl ofth: campaign; (ii) the specifIC CPNI that
was~ in the o;amptlign; (iii) the d:ue and purJK*' ofllx: camptlign: and (iv) "hal products
and sC'",icrs "'~ offn-cd as pan of the campaign. This ra:ord shall ~ mainlainN for a
minimum orone lear.



II The ComJlllll)'S cmpIoyees and billing agcnt$ rna) usc CPNI 10 initiale. rcndct-. bill and
collcct f..-telecommunications xrvlCeS. The ComJlllll) mll) obtail\ informaIioo from DeW or
existll\l! CUSlOIT1oCB that lTliIy tOI'IStitUie ePNI as part of applicatiol\' or requests for IIl.'W.

additional or modified 9Ct"'itcS, and its employees and a~ts 1TliI)' usc sucll customer
infOtmation (without further customer apprtwal) to initiate: and provide the ~rvkes,

likewise, the Company's employees and billinj; allents may usc customer service and caHinll
records (without CU-'1lomcr approval): (a) 10 bill custome~ l'i>r s.:rvices rendered to them: (b)
to in"cstigate WId resolve dispute' with cuslOmcrs rtllarding thcir bills: WId (c) to pursue
I~, arbitration, or other~ 10 collect late or unpaid bilb from cust0mer5,

12. 'Ik CompllflY" cmplo)ees and agcnlS may ll5C CPNI "'i\houl CIlSUlOleT appnnoal 10
proc«t the Compan)'s rigbts or propcn). and 10 prorect UXf'lI and other carriers from
fraudulcnL abusi,c or illegal USC of (or SUbsc'riptlOn to) the telecommunications SI:TVicc from
'"hieh the ePNI is ClelWe<!.

lkcauSt aJkllalioJlS llnd investillations of fraud, libuse IUld illegal use constitute very
sensilive mailers, any uecess, usc, disclosure or distribution of CPN I pursuant to this Section
mUSl hi: expressly nppro"oo in advance lU1d ;1\ wriling by the Compan.r's crNl Compliance
Officer,

13 Tbe Compan) '$ cmplo,'«s, llgmlS. indepnxlmt tontnIiCWB and joint \'enture partners
may /'lOT 11K CPNIIO idmlifY or track eUSlomet'$ ..too ha\'e made calls U,I, QI' I't«'ivl.'d calls
from. oornpding camcn. Nor may die Complll}'s emplo)et.'S, agenlS. i~t
ronU'aClOf'S or joint \'entllfl' panners ux or dillClose CPNI for penonaJ rnsons or profit.

14, Company poli~y mandates that files containing erNI be maintained in a secure manner
such lhat thl::y cannot be u.ed, accessed. discl~-cI or distributed by unauthoriled individuals
or in an unauthori7.cd manner.

15, l'aper files containing CrNI W'e kept in socure areas, and may not be U9Od. remo\..,.J. or
«>pied in an unauthorized manner.

16, EI«:tronX: files and da'aMS"S eontaining CP INC maintained 00 computl:n thai an: not

IIlXctSible from lhe Il\temet or that~ on W Compan} 's inuanr:t behind fi~~b that lift

ft'&ularl)' Jl\Ql\itom.! and toted ror effectivellCS5. [n addition. $UCh electronic files and
databasci may be aoccnsed ooly by authorized Company crnployen .....ho ha\'e bel:n provided
a currently effecli ...: strong login [0 and password ("'hicll pIlS!Iwuru i~ periodically changed),

17, Company employees, agents, indep<:ndent contractors and joint venture partllers arc
required to notify the CPNI Compliance Officer of Wly access or securily problems the)'
encounter ...ith respect 10 files containing ePNI



18.11>0: Company may pennil its <,:Uston>en 10 establi~h online accounts. but must require an
appropriate pass"'ord to be furnished by the customer before he or she can lICcd$ My crN!
in his or her online lICCOunl.

19. CustOrnrni may obmin lID initial or replacement password; (i) if they CO~ in pm!OI1 to
tN CornpMy'S busmess OffICI::, prod1lCl: • drher's litc:nse. passport or ocbet gonmmeDl
issued identifICation verifYing their Identity. and C(Jl1ll~(1I)'arJS\Oo"t'r certain questions rqarding
thtir licrvice and lldlIrtss; or (ii) if they call a 5peCirted Company lelephone number from
lh<:ir telephone number of rttord. and then "'\lit at lhal nwnm until a Company
representative calls them back and oblains correct answers to certain questions rellanling
their sc.... ice and address.

20, The Company will notify~ Introedl"ltly ofceruin changes in !bell acrounlS that
1M) Iflea priwacy or secur11) marten.

a. l"he Iypes ofehangeslluu require immediate nohfteat1oon include: (a) I;hange or request
for change of t~ cUSIOrtlcr'~ pilSsword; (b) change or reqUC!l1 for chanlle of lhe
customer's address of record; (c) chanlle <)r request for dmnge of any significant element
<)f the euslomer, online OCOOUOI; and (d) a clwtge or n:<jl>Cst for clwtge to the
custorI>eT's n:sponses ..ith respect 10 the back·up means of authentication for lust or
fClrKOlten ~'l,lrd$.

b. "The 1lO1K% may be pro_ided 11)': (I) a Company c.:all or ,oicnnail to the C1l$lomer'$
telephant nllmber of record: (b) a Company text message to the customer's lelephofIC
number of record: or (c) a written notice mailed to the euslonl<,-r's address of r.x:ord (to
!he CUStomers prior llddress of record if the change ;TI(ludcs a change in the eU51omt.-r·S
address of ro=ord).

c l"he rllM~ mllSt identify onI} the genem l}lJC of change and must not m·tal the
chango:d informallon.

d. The Conlpany employee or allenl st."T1dinll the oolice must pn:pare and furnish to the
CPNl Compliance Offictr a memorandum containing: (D) the name. llddress of record,
Ilrld lelepllone number of record ofllle eus!omer nolified; (b) a copy or the eXllCl wording
of the teJr:1 me:s.sagr, ""riuen notice:, telephone~t or "oicnnail message comprising
lbe OOlice; and (e) the date and time thai. w OOlice ""lOS liCrII.



21. The Ccmpany ml&'it pro.-ide an irtitial nolice to I,w enforcement and, I1Ibscqumt 1llMict'
to the CllSlOfT1a" if, ~wil)· bruch ~IIS in the dl5C~ of the eUSlOmer's CPNI to ,lbinl
pany ",ithou! the eustomer's aUlhonllltJOn.

a. As soon IlS practicable (and in no e.·erll IfI()f( than seven (7) days) after the Company
discove~ thHI a person (""tOOul aUlhori:r.ation or ~~Ceedillil aUlhori:ration) has
intenlionally gHinoo access to. used or disclosed ePNI, lhe Cl>mpany must prov;d~

dectronic ootilication of such breach to the Uniled SWt'$ Secret Service and to the
Federal R~au of Investi8lltion .·ill a ccntrlll rqlOning facility lIOCessed through a link
mamtained 11)' the FCC.

23, lk Compwl)' ....ill prm-ide~ with lICCt'$S 10 CPNI lit is retail Ioadions if the
Custon1er prcscnt! a valid pholo ID and lbc ."Iid photo 10 maKbts~ Jwne on the account.

24. "ille Company takes reasonablc measlln'S 10 di!lCO\'cr and prolect againSl activily that is
indicaliv~ of prCIC:<tilll! including rClluiring Company employees, agents. independent
contnK:tOTS and joint v~nture partners to notify the erNI ComplillllCC Officer immediately by
voice, voicemail or email of: (a) lIny suspicious or unusual call requesting a customer's call
detail information or otheI" CI'NI (including a call where the caller furnishes an incorrect
pass....ord. or incorTect lIllSwer 10 Olle or both of the -shared seert1- question-answer
cornblllllti0n5~eb) an) suspici0u5 or unusual attempt 11)' an individual 1.0 change, CUSlOmCT',

pIISS\'r"Ord or 3IXOW'I1 information (including pro\·idilll: inadajUalc or lrIllpproprilltC
idmuflC&lion or Irx:olnCl. -addl'C'SS or ~,- "telephone number of KCOrd" or other
signiliCllrtI xnice information); IC) any and all disI;Q.·ered il\SUlllCCS ....bere~ to the
COlllptlny's ekaroni~ files or databases oonlllininll pass....onls or ePNI was denied due In the
provision of incorrect logins and/or pass....ords; and Cd) any complaint by a cu~tomcr of
uJllluthoril~d or imlflProprial~ us<: or disclosure of his or her (I'NI. The ePNI Compliance
Oflicer will requeSl further infC>nnation in ""riting, and investigate or supen.'isc the
investigation of, any incident or group of incidenl!l tlutl I'eMOnably appear to entail
pretuting.



IV. CI'NI Complilln~~om~~r

In addition to "'" specific mall~ requin:d to be reviewed and approved by the Company's
CflNI Compliance Officer. anplo)"ec:s and IgetU. indtpendmt conU1lleWl"l and joint ,"ftltW"C

partnI:r1 are stroIlgly cntouraged 10 bring -.ly md all other qurstions. issues Of uncatainlles
regarding the use. disclO$lll"e. or lIC<:e5:'I to CPNI 10 the allmtion of the Company·s CPNI
Compliance Officer for appropriate Investigalion, review and guidance. The elltmtto which
a particular employee or agcnt brought 0 erNt matter to the atlention of the CPNt
Compliance Officer and received appropriate guidance is II material cons.idct'll1ion in Wly
di.'IClplinary action brought against the employee or ~t for impennissible \I!IIC. disclosure
or access 10 CPNI.

V. Diwlplinap)' prtlCftlurti

The Company has informed its employees and a8enL~. independent contractors and joint
~'ell1un: partners that it consid<:Ts compliance ",ith !he Communieatiom Act and fCC Rule.!
re~ing "'" US1C. dixloswe. and access 10 CPNI to bo: "ery Impol'13Jlt.

Violation by Compan)' emplo)tn or agerus of lOCh CPNI requiremeDU will Ic:ad 10

disciplinary action (up 10 and includlllll remedial trainiJt¥. reprimandi. Uflfll'"orabk
perfOmlance reviews. probation. and t.-rminati.m). depending upon the circumstances of tIM:
viololion (irtCluding the severity of the violulion. whether the violalion was a fll1>1 time or
rcpeat viohl1ion. wtJoc,ther appropriate guidance WllS .'IOught or receh'ed from the CPNI
Compliance Officer. and the C'Xknl 10 which the violation "'"as or was not deliberate or
malicious).

Viulatioo by Company indepcndem conuaetor.l or JOint "<:ntun: ponners of such erNI
requirements will 1.,00 to prompt disciplinary llCtion (up to and including n'medial trnining
and termination of the contract).


